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PREFACE 

This  study  was  conducted  by  the  System  Evaluation  Division  of  the  Institute  for 
Defense  Analyses  in  response  to  a  request  from  the  Joint  Staff  (J*6).^ 

The  paper  examines  various  techniques  which  can  be  used  to  improve  the 
performance  of  HF  communications  systems  when  operating  in  the  presence  of  noise  or 
jamming.  Most  of  the  discussion  is  devoted  to  directional  antennas  and  spread-spectrum 
techniques. 

The  reviewers  for  the  study  were  Dr.  David  L.  Randall,  Director  System  Evaluation 
Division  (Chairman),  Dr.  C.L.  GoUiday,  Mr.  Harold  Cheilek,  and  Dr.  Herman  Blasbalg. 
The  author  gratefully  acknowledges  the  guidance  and  support  of  the  IDA  Technical  Review 
Committee. 


1  Interoperability  of  U.S.  and  NATO  Anti-Jam  Conmunications  Systems,  Contract  MDA  903  84-C 
0031,  Task  T-I1-3S7,  August  1985  and  Amendments  1-4,  UNCLASSIFIED. 
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PART  1 

INTRODUCTION  AND  SUMMARY 


INTRODUCTION 

Communication  in  the  high-frequency  (HF)  band  suffers  from  two  significant 
problems:  due  to  the  variability  of  the  medium  (especially  the  ionosj^ere)  circuits  are  hard 
to  establish  and  maintain  and,  due  to  the  relativdy  high  noise  levels,  circuit  quality  is  not  as 
good  as  that  provided  by  satellites,  land  lines,  or  microwave  relays.  Despite  these 
drawbacks,  there  has  been  a  resurgence  of  interest  among  the  U.S.  military  Services  in  HF 
communications  because  it  offers  the  following  advantages: 

•  HP  channels  ve  immediately  availabte.  They  can  be  established  while  on  the 
move,  or  set  up  as  soon  as  a  unit  stops  in  its  base  location. 

•  The  HF  band  is  the  only  one  which  will  support  direct  over-the-horizon  links 
without  relays  of  any  kind.  HF  links  can  range  from  a  few  kilometers  to 
several  thousand  kilometers. 

•  HF  links  can  be  established  directly  by  the  users,  without  waiting  for  channel 
assignments,  as  is  required  for  satellites  or  other  long-haul  systems. 

•  HP  equipment  is  commercially  available  and  is  less  expensive  than  other  long- 
haul  systems. 

There  are  several  programs  now  underw^  to  improve  the  perfomumce  of  HF 
systems.  Automatic  Link  Establishment  (ALE)  equipment  will,  without  operator 
intervention,  establish  and  maintain  contact  among  two  or  mote  radio  stations;  new  voice 
and  data  modems  will  inqnove  performance  by  automatically  adapting  to  the  noisy  and 
variable  medium;  and  new  ECCM  features  will  make  HF  communications  more  resistant  to 
natural  and  man-made  noise  and  to  deliberate  enemy  jamnung. 

The  System  Evaluation  Division  of  IDA  has  been  tasked^  to  study  the  development 
of  ECCM  techniques  for  HF  communications.  The  study  will  consist  of  three  sub-tasks; 


*  Interoperability  cf  US.  and  Allied  High  FrequtmyfAntijam  (HF/AJ)  Sysieim,  Contract  No.  MDA 
903-84-00031,  Task  Order  T-I1-3S7,  August  1983,  and  Amendments  1  through  4,  Unclassified. 
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•  Development  of  a  preliminary  HF  architecture,  to  include  identification  of 
current  and  planned  HF  radio  nets,  and  a  descripdon  of  the  features  required 
for  each  net. 

•  An  analysis  of  alternative  HF  ECCM  tediniques. 

•  An  analysis  and  comparison  of  HF  ECCM  waveforms  now  under  development 
or  being  considered,  and  recommendations  for  a  minimum  set  of  common 
waveforms  to  satisfy  DdD  requirements. 

The  HF  architecture  is  being  addressed  in  a  separate  IDA  Paper.  This  paper 
discusses  the  alternative  ECCM  techruques,  and  the  subject  of  ECCM  waveforms  will  be 
addressed  later  in  a  separate  study. 

SUMMARY 

This  paper  first  discusses  both  ground-wave  and  sky-wave  HF  propagation,  and 
then  derives  the  equation  describing  the  performance  of  a  radio  link  when  interference  is 
present  The  interference  tan  be  either  natural  or  man-made  noise,  or  deliberate  jamming. 
Under  these  circuiastanccs,  the  signal-to-intcrfeience  ratio  at  the  receiver  is  given  by: 


S  B  (1) 

pj  OiROgj  \  "fy 

Where:  Pt  =  Transmitter  Power 

Pi  s  Interfeter  (jammer)  power 

Gxx  *  Antenna  Gains.  Fw  example,  Gtr  is  the  gain  of  the  transmitter 
antenna  in  the  direction  of  the  receiver,  Gri  is  the  gain  of  the 
receiver  antenna  in  the  direction  of  the  interfeter,  and  the  other 
terms  have  similar  meanings. 

Lxx  =  Excess  loss  over  the  basic  free-space  loss. 

Dxx  ■  Distances. 

B  =  Bandwidth  Filter  Factor  (=  Bj/Bjj)_  jhe  ratio  of  the  interferer 
bandwidth  to  the  information  bandwidth  of  the  desired  signal. 
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This  is  largely  influenced  by  using  spread-spectrum  modulation 
which  forces  the  interferer  (jammer)  to  increase  its  bandwidth. 

Each  of  the  terms  in  the  equation  is  discussed  to  show  how  it  affects  system 
performances  and,  in  particular,  the  degree  to  which  the  user  or  designer  of  an  HF  radio 
link  has  control  over  the  term.  This  is  summarized  in  Table  1: 

Table  1.  Degree  of  Control  by  User 


Non* 

Moderat* 

Compitt* 

Pt 

V 

Pi 

V 

V 

V 

^l 

‘•IR 

•-TR 

°IR 

V 

V 

V 

B 

V 

V 

A  few  observations  should  be  made; 

•  Lir  and  Dir,  the  excess  loss,  and  the  distance  from  the  interferer  to  the 
receiver  are  beyond  the  control  of  the  user  except  to  the  extent  that  siting  the 
receiver  beyond  a  terrain  obstacle  could  increase  Lnt,  and  the  use  of  artillery  or 
otha*  weapons  could  cause  a  jammer  to  move,  thus  increasing  Dir. 

•  Dtr,  the  distance  from  the  transmitter  to  the  receiver  is  generally  determined 
only  by  tactical  requirements.  However,  the  use  of  one  or  more  relays  can 
break  a  long  link  into  two  or  more  shorter  links,  each  of  which  will  have  a 
significantiy  improved  S/I. 

•  The  bandwidth  filter  factor,  B,  offers  a  simple  and  direct  approach  to 
improving  HF  radio  link  performance.  Either  frequency-hopping  or  direct- 
sequrnce  pseudonoise  modulation  can  be  used  to  force  an  enemy  jammer  to 
increase  its  bandwidth.  Each  of  these  modulation  techniques  is  described,  and 
the  advantages  and  disadvantages  of  each  are  discussed  in  the  paper. 
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It  is  concluded  that  three  promising  approaches  to  improving  the  performance  of 
HF  radio  links  should  be  considered; 

•  Increasing  the  transmitter  power,  Pt.  to  the  extent  permitted  by  constraints  on 
size  and  weight. 

•  Using  directional  antennas  which  will  provide  beams  in  the  direction  of  the 
transmitter  or  receiver,  and  nulls  in  the  direction  of  the  interferers  (jammers). 
Such  antennas  are  discussed  in  detail  in  the  paper. 

•  Using  spread-spectrum  moduladon. 
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PART  7 
ANALYSIS 


A.  INTRODUCTION 

This  paper  examines  the  techniques  which  may  be  used  to  maintain  satisfactory 
communications  on  HF  radio  links,  even  in  the  face  of  natural  or  man*made  interference,  or 
deliberate  jamming.  Both  the  ground-wave  and  sky-wave  modes  of  HF  operation  are 
discussed  in  sonw  detail,  to  establish  both  their  strengths  and  their  limitations. 

While  a  number  of  techniques  can  be  enq>loyed  to  improve  HF  communications 
under  adverse  conditions,  the  discussion  in  this  paper  focuses  on  the  selection  of  antennas 
to  provide  beams  and  nulls  in  selected  directions  and  on  the  use  of  spread-spectrum 
modulation  to  gain  a  bandwidth  advantage  (and  theretore  a  processing  gain  advantage)  over 
interfering  signals.  These  techniques  appear  to  be  the  most  promising  for  providing  a 
substantially  improved  ECCM  ciqMibility  for  HF  communications. 


B .  GROUND  WAVE  PROPAGATION 

A  transmitter  driving  an  isotropic  antenna  in  &ee  space  will  generate  an  electric  field 
given  by: 


where:  E  »  rms  electric  field  strength  O^olts/meter) 

Ft  «  Radiated  power  of  transmitter  (Watts) 
D  B  Distance  (meters) 

The  power  density  of  the  radiated  signal  is: 

S.^ 

*  120JC 

where:  S  =  Power  density  (Watts/meter^) 

=  Resistance  of  free  space  (»  3770) 


(1) 


(2) 
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For  a  receiving  antenna  whose  effective  apenure  is  A,  the  received  power  will  be: 


P^  =  SA 


(3) 


If  the  receiving  antenna  is  isotropic,  the  effective  aperture  is  X2/47t,  and  the  received 
power  is; 


p  _S2L 
R“  4jl 


(4) 


whoe:  X  ~  Wavelength  (meters) 

Thus,  for  the  case  of  two  isotropic  antennas  and  a  lossless  medium,  we  have,  upon 
substituting  Equations  (1)  and  (2)  into  Eq.  (4): 


P  ^  -P 


(5) 


Rx)m  which  we  get  the  Free-Space  Transmission  Loss  equation; 

1  _  _  /  4nD\^  /4nDf\^ 


(6) 


where;  f  *  Frequency  (Hertz) 

c  s  Speed  of  light  =  3x10^  meters/second 

If  the  frequency  is  measured  in  MHz  and  the  distance  in  km,  the  free>space 
transmisaion  loss  (in  decibels)  is  given  by; 

l^(dB)02,44*201o*f„„^.20k,gD^ 

Equations  (1)  •  (7)  are  for  the  special  case  of  a  lossless  transmission  medium  which 
can  be  closely  approximated  under  some  conditions  (e.g.,  between  two  aircraft).  For  the 
case  of  ground* wave  propagation,  however,  there  are  several  sources  of  loss  which  serve 
to  attenuate  the  signal; 

•  The  earth  is  not  flat.  Beyond  a  certain  distance^  from  the  transmitter,  the 
receiver  will  see  only  the  small  fraction  of  the  signal  that  is  diffracted  around 


2  The  standard  rule  of  thumb  u  that  the  earth  may  be  treated  as  flat  out  to  a  distance  d  ■  90/0^  where  d 
is  in  km  and  f  in  MHz.  For  the  HF  band,  this  'flat  earth  region'  extends  to  35  km  at  3  MHz.  and  to 
26  km  at  30  MHz. 
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the  curvature  of  the  spherical  earth.  This  fraction  will  decrease  with  increasing 
distance. 

•  The  atmosphere  absorbs  part  of  tne  signal,  to  a  degree  determined  by  the 
tenq)erature,  pressure,  and  (particularly)  humidity.  This  loss  is  not  significant 
at  HP,  but  beanies  extremely  inqMrtant  m  VHP  and  above. 

•  The  HP  ground  wave  clings  to  the  surface  of  the  earth,  and  the  earth  absorbs 
energy  from  the  wave.  The  amount  of  loss  depends  in  a  conqplicated  manner 
on  the  terrain  and  on  the  jrfiysical  properties  of  the  surface.^  The  loss  is 
greatest  for  dry  ground,  and  lowest  for  sea  water. 

When  these  losses  ate  included.  Equations  (1)  and  (S)  become 


where  L  is  the  loss  factor  which  accounts  for  the  excess  loss  over  frce-space  propagation. 

Curves  showing  the  Held  strength  as  a  function  of  distance  and  frequency  for  a 
variety  of  surface  conditions  have  been  published  by  the  CCIR  (Ref.  2).  Three  of  these, 
for  dry  ground,  normal  ground,  and  sea  water,  ate  shown  in  Figs.  1-3.  Note  that: 


^  For  a  detailed  discussion  of  this  lots,  coinplete  with  graphs,  tables,  and  computational  aids,  see  any 
the  three  books  by  Terman  (References  10-12). 
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•  The  curves  assume  a  3  kW  transmitter*  feeding  an  omnidirectional  antenna. 
This  gives  a  field  strength  of  300  mv/m  at  a  range  of  1  km.  For  other  values  of 
transmitter  power,  the  field  strength  at  1  km  should  be  calculated  from  Eq.  (1) 
and  the  scales  adjusted  accordingly. 

•  The  curves  assume  a  smooth,  spherical  earth.  Terrain,  foliage,  and  similar 
obstacles  will  increase  the  loss. 

•  The  dashed  line  on  each  set  of  curves  shows  the  free-space  (lossless)  field 
suength**  Le.,  the  1/d  dependence  given  by  Eq.  (1). 

•  The  right-hand  ordinates  of  the  plots  show  the  electric  field  strength,  E,  in 
pv/m.  The  left-hand  ordinates  show  20  log  E  in  dB  relative  to  one  pv/m.  The 
latter  values  may  be  used  to  find  the  power  density.  Converting  Eq.  (2)  to 
decibels: 

S  (dB)  -  -25.76  +  20  log  E  (for  E  in  V/m) 

-  -145.76  +  20  log  E  (for  E  in  pV/m)  (10) 


It  is  seen  that  the  losses  increase  nqiidly  with  both  frequency  and  distance,  and  that  they 
depend  strongly  on  the  nature  of  the  surface  over  which  the  ground  wave  is 
propagating.  This  is  ^wn  more  clearly  in  Figs.  4  and  5,  where  the  field  strength  is 
plotted  as  a  function  of  frequency  for  fixed  distances  of  10  and  100  km,  respectively. 

The  fite-qMce  loss  (the  1/d  loss)  follows  directly  from  the  laws  of  physics  which 
govern  wave  propagation.  It  is  independent  of  the  medium  through  which  (or  over  which) 
the  wave  is  traveling,  and  it  cannot  be  changed.  The  values  of  the  electric  field  due  only  to 
fiee-qrace  loss  are  shown  as  horizontal  lines  at  the  top  of  Figs.  4  and  5  (89.5  dB  (pv/m)  at 
10  km  and  69J  dB  (pv/m)  at  100  km).  The  additional  losses  due  to  diffraction  and 
absoqnion  constitute  the  "excess  over  free-space  loss"  and  are  shown  schematically  in  the 
figures. 

Since  these  excess  losses  depend  on  frequency  and  on  the  type  of  surface  over 
which  the  wave  is  moving  they  are,  to  some  degree,  under  the  control  of  the  HF  system 
designer.  A  few  observations  can  be  nuule  from  Figs.  4  and  5: 


^  The  curves  are  for  a  1  kW  transmitter  feeding,  ”a  short  vertical  monopole  on  the  surface  of  a  perfectly 
conducting  earth."  Since  such  an  antenna  has  a  gain  3  in  the  horizontal  plane,  the  effective  isouopic 
radiated  powCT  (EDtP)  is  3  kW. 
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•  Sea  water  behaves  like  an  almost  perfect  conductor,  and  has  the  lowest  loss  of 
all  real-world  surfaces.  At  10  km.  there  is  no  excess  loss  over  that  of 
firee-q>ace  for  frequencies  up  to  about  1 5  MHz,  and  less  than  5  dB  excess  loss 
at  30  MHz.  Beyond  this  distance,  the  excess  loss  does  increase,  but  it  is 
almost  entirely  caused  by  diffraction  around  the  curvature  of  the  earth  rather 
than  by  absoq>tion. 

•  Surfaces  other  than  sea  water  have  significantly  higher  values  of  excess  loss, 
as  shown  in  Table  2,  for  a  distance  of  10  km. 


Table  2.  Excata  Over  Fraa-Spaca  Loaa  at  1  km 


Surfaea 

Froquaney  (MHz) 

a 

10 

SO 

3m  water 

0 

0 

4dB 

FraahvMter 

17.5  dB 

28  dB 

37.5  dB 

Normal  ground 

65  dB 

26  dB 

45  dB 

Orygieurrd 

40  dB 

51  dB 

605  dB 

•  Figs.  4  and  5,  as  well  as  Table  2.  show  that  minimum  loss  and,  therefore, 
maximum  giound  wave  range  are  achieved  by  operating  at  the  lowest  possible 
Bequency.^ 

One  ocher  example  may  serve  to  emphasize  the  severe  restrictions  of  ground  wave 
profNigatioo:  Reliable  radio  reception  in  a  quiet  rural  area  requires  a  signal  field  strength  of 
1  mvAn  (10^  pvAn).  Fig.  3  shows  that  the  3  kW  (EIRP)  transmitter  postulated  by  the 
CQR.  operating  over  sea  wato’  at  a  frequency  of  10  MHz,  will  provide  sadsfactory  service 
out  to  a  range  of  1  IS  km  The  same  transmitter  operating  over  normal  ground  will  have  a 
range  of  only  10  km,  and  over  dry  ground  the  ground  wave  range  will  be  less  than  3  km. 
In  order  to  realize  the  same  range  over  normal  ground  as  over  sea  water  (1  IS  km),  the 
transmitier  power  would  have  to  be  increased  by  SO  dB-ftom  3  kW  to  300  MW! 


Thh  hone  of  the  reasons  thtt  the  cotnmercial  AM  broadcast  band  is  in  the  frequency  buid  from  0.6  to 
1*6  MHz* 
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C.  SKY  WAVE  PROPAGATION 

The  long-haul  capabilities  of  the  HF  band  result  from  the  fact  that,  under  certain 
circumstances,  frequencies  from  3  to  25  MHz  may  be  reflected  from  the  ionosphere,  an 
ionized  area  in  the  earth's  upper  atmosphere.  The  ionization  is  largely  the  result  of 
ultraviolet  radiation  from  the  sun,  varies  over  wide  limits,  and  is  extremely  hard  to  predict 
since  there  are  not  only  diurnal  and  annual  variations,  but  also  variations  with  the  1 1-year 
sunspot  cycle,  meteor  showers,  and  various  ionospheric  disturbances  that  occur  near  the 
poles.  The  ionosphere  consists  of  several  layers  with  differing  degrees  of  ionization 
(electron  density),  as  shown  in  Hg.  6. 

The  diurnal  variation  of  the  ionosphere  is  clearly  seen  in  these  diagrams.  The  Utyeis 
and  their  characteristics  are:^ 

D  Layer.  At  heights  from  50  to  90  km,  this  layer  exists  only  during  daylight  hours, 
and  the  ionizaticm  density  varies  directly  with  the  elevation  angle  of  the  sun.  The 
D  layer  reflects  VLP  and  LP  waves,  absorbs  MF  waves,  and  partially  absorbs  HF 
waves."^ 

E  Laver.  At  a  height  of  about  1 10  km,  the  ionization  of  this  layer  corresponds 
closely  with  tiie  elevation  angle  of  tile  sun.  It  reflects  both  MFmdHF  waves,  and 
is  important  for  HF  ditytime  propagation  at  distances  less  than  1,500  km  and  for 
MF  mght  time  propagation  at  distances  in  excess  of  150  km. 

Sporadic  E  Laver  fnot  shownl.  Unpredictable  irregular  cloud-like  areas  of 
unusually  high  ionization  which  may  occur  more  than  50  percent  of  the  time  under 
certain  circumstances.  May  absorb  frequencies  that  would  normally  reach  higher 
layers,  and  may  also  cause  long-distance  propagation  at  HF  and  VHF.* 

PI  ^ver.  At  heights  of  about  175  to  250  km,  this  layer  exists  only  during 
dayli^L  It  will  occasionally  reflect  HF  waves,  but  usually  serves  only  to  provide 
additional  absorption  (attenuation)  to  waves  that  are  subs^uently  reflected  Ity  the 
F2  layer. 

PI  At  heights  from  about  250  to  400  km,  this  layer  is  the  principal 

reflecting  redon  for  long-distance  HF  communication.  The  height  and  ionization 
vary  diunalty,  annually,  and  with  the  sunspot  cycle,  but  ate  more  constant  than  for 
the  other  laym.  At  ni^t,  the  FI  and  F2  layers  merge  at  a  height  of  about  300  km. 


<  AdMMMdljmmarfMMieeDitofw 

^  The  flraqiMocy  bndi  am  defined  u  follows;  VLF  -  3-30  kHz;  LF  -  30-300  kHz;  MF  -  0.3-3  MHz; 
HF  -  3-30  MHz;  VHP  -  JO-300  MHz. 

*  lo  1969  the  author,  operating  an  AN/VRC-46  VHF  radio  from  his  jeep  in  Korea,  found  himself  in 
contactwidiaMedEvacradionetin  Vietnam,  at  a  range  of  more  dun  3,300  km.  This  was  clcnrly  the 
rsaalt  of  one  or  more  reflections  ftom  very  strong  sporsi^  E  layen. 
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Source:  Reference  10. 

Figure  6e.  Profiles  Showing  Venation  of  Ionization  with  Height 


To  Sun 


Source;  Referenced. 

Figure  6b.  Schematic  Representation  of  Ionized  Layers 


16 

UNCLASSIFIED 


UNCLASSIFIED 


A  radio  wave  incident  on  the  ionosphere  will  be  bent  (refracted)  and,  if  the 
ionization  density  is  hi^  enough  and  the  firequency  low  enough,  will  be  turned  around  and 
will  return  to  earth.  This  is  shown  schematically  in  Fig.  7. 

The  radio  wave  actually  follows  a  curved  path  in  the  ionosphere  but,  for  most 
purposes,  it  may  be  considered  as  a  single  reflection  from  a  surface  at  the  virtual  height  h, 
as  shown  above.  The  degree  of  refraction  (bending)  is  determined  by  the  refractive  index  p 

which  is  given  by: 


where:  p  «  Refractive  index 

N  s  Electron  density  (electrons/cm^) 
f = Frequency  (kHz) 

As  shown  by  Eq.  (11),  the  refractive  index  increases  with  increasing  ionization 
(N),  and  decreases  with  increasing  frequency. 

If  a  radio  wave  is  launched  vertically,  as  shown  in  Fig.  7  (b),  there  is  a  highest 
frequency  at  which  the  wave  will  still  be  reflected  back  to  earth.  This  is  called  the  critical 
frequency,  Frequencies  higha  than  fc  pass  through  the  layer.  For  oblique  incidence, 
the  wave  spends  a  longer  time  in  the  ionosphere,  and  higher  frequencies  will  be  reflected. 
The  highest  frequency  which  will  be  reflected  is  called  the  Maximum  Usable  Frequency 
(MUF)  and  is  given  by: 


MUF  =  f.  sec 
c 


(12) 


where:  =  critical  frequency 

^  s  angle  of  incidence  (see  Fig.  7) 

This  establishes  the  maximum  frequency  at  which  communication  can  be 
established  for  a  given  range.  It  varies  widely  since  both  fc  and  the  height  of  the  layer  (and 
hence  ^)  vary  with  the  time  of  day,  season,  latitude,  and  sunspot  cycle  in  addition  to 
frequent  abnormal  vaiiaticms. 

As  the  frequency  is  decreased,  the  ambient  radio  noise  level  and  the  ionospheric 
absorption  both  increase  until  a  point  is  reached  at  which  the  transmitter  power  required  for 
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FIgura  7b.  Comparlaon  of  Actual  Curved  Path,  with 
8ingla>Polnt  Reflection  at  virtual  Height  h 
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satisfactory  conomunication  becomes  uneconomically  high.  This  point  is  not  as  precisely 
determined  as  the  MUF,  but  establishes  a  practical  lower  limit  called  the  Lowest  Useful 
Frequency  (LUF). 

Curves  showing  predicted  values  of  the  MUF  and  LUF  are  published  regularly  by 
the  CCIR  and  the  National  Bureau  of  Standards  (now  the  National  Institute  of  Standards 
and  Technology)  among  others.  A  typical  set  is  shown  in  Fig.  8. 


LOCAL  TIME  (HOUES) 

Figure  8.  Typical  MUF  and  LUF  Curvet 

Several  conclusions  can  be  drawn  firom  these  curves: 

•  The  range  of  usable  sky-wave  frequencies  is  not  great  during  the  day,  and  is 
much  narrower  at  night. 
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•  At  least  two  frequency  changes  per  day  will  be  required:  from  daytime  to 
nighttime  frequency  and  back  again.  If  the  band  is  crowded,  as  it  usually  is, 
additional  changes  may  be  required. 

•  If  the  daytime  frequency  is  chosen  as  high  as  possible  in  order  to  take 
advantage  of  the  lower  noise  levels  at  higher  frequencies,  even  more  frequency 
changes  will  be  required. 

It  should  also  be  noted  that  the  MUF  is  strongly  dependent  on  the  1  l-year  sunspot 
cycle.  During  a  sunspot  maximum,  when  the  ionospheric  ionization  levels  are  at  their 
highest,  the  daytime  MUF  values  will  increase  due  to  increased  refraction,  and  the 
nighttime  MUF  values  will  decrease  due  to  increased  absorption.  This  is  shown  in  Fig.  9. 
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Souroo:  RoforonooS. 

Figure  9.  Effact  of  Sunapot  Activity  on  MUF 

At  certain  times,  the  nighttime  MUF  may  be  equal  to  or  lower  than  the  LUF, 
making  HF  communications  difficult  if  not  impossible. 

Typical  paths  for  sky-wave  signals  are  shown  in  Fig.  10. 
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SouroA:  R«f«r*nc«6. 

PIgur*  10.  $ky  Wav*  Tranamltalon  Paths 

The  upper  curve  shows  a  path  from  Denver  to  Chicago  using  a  single  reflection 
from  the  E  layer,  and  a  path  from  Denver  to  Washington  using  a  single  reflection  from  the 
F2  layer.  A  wave  launched  at  a  higher  angle  or  a  higher  frequency  (path  3)  will  penetrate 
the  ionosphere  and  be  lost  Multiple  reflections  are  possible,  and  the  lower  diagram  shows 
a  two-hop  path  flom  San  Francisco  to  Washington  using  the  F2  layer.  In  all  these  cases, 
there  will  also  be  a  ground  wave  which  will  extend  out  from  the  transmitter  to  a  range  of 
50-l(X)  km.  The  region  between  the  end  of  the  ground  wave  and  the  point  at  which  the  sky 
wave  returns  to  earth  is  called  the  "skip  distance"  and  no  signal  will  be  received  there.  If 
communication  in  this  region  is  required,  it  may  be  possible  by  changing  the  take-off  angle 
or  the  frequency  of  the  transmitter. 

The  actual  transmission  paths  are  considerably  more  complicated  than  the  ones 
shown  in  Fig.  10.  In  the  fiisc  place,  the  height  and  degree  of  ionization  of  the  layers  will 
vary  not  only  diumally  and  annually,  but  also  with  latitude  and  longitude  along  the 
transmission  path.  In  addition,  other  transmission  paths  are  possible:  three-  and  four-hop 
paths  are  possible  although  not  common,  and  waves  can  become  trapped  between  the  E  and 
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F  laym  and  travel  for  considerable  distances  before  returning  to  earth.  These  paths  are 
essentially  unpredictable  and,  despite  all  the  work  that  has  been  done,  HF  communication 
lenoains  as  much  an  art  as  a  science. 


D.  SIGNAL  PROPAGATION  AND  INTERFERENCE 


Eq.  9  of  Section  B  shows  the  received  signal  power  for  the  special  case  of  isotropic 
antennas  at  both  the  transmitter  and  receiver.  When  directional  antennas  are  used,  this 
becomes: 


R 


S 


^TR  ^RT 


(13) 


where;  Rg  =  Received  signal  power  (Watts) 

Pt  =  Transmitter  Power  (Watts) 

Gtr  »  Gain  of  the  transmitter  antenna  in  the  direction  of  the  receiver 

Grt  =  Gain  of  the  receiver  antenna  in  the  diiecdon  of  the  transmitter 

Dtr  "  Distance  from  transmitter  to  receiver  (meters) 

Ljr  •  Excess  loss  over  ideal  free*space  propagation,  for  the  path  from  the 
transmitier  to  the  receiver. 


Interference  to  radio  reception  ma; '  come  from  many  sources:  natural  noise,  man* 
made  rioise,  or  deliberate  jamming.^  Regardless  of  the  nature  of  the  interference,  the  result 
will  be  a  reduction  in  the  signal*to*noise  (or  signal-to*interference)  ratio  at  the  receiver,  and 
the  introduction  of  errors  into  the  received  message. 


The  interference  power  which  enters  the  receiver  and  affects  system  performance  is, 
by  analogy  to  Eq.  (13): 


R 


I 


d’  L,-  b 

IR  IR 


(14) 


where:  Ri  =  Received  interference  power  (Watts) 


^  For  a  diicuMion  of  noise  sources,  see  IDA  Paper  P*2170,  Radio  Communicaiion  in  the  High 
Frequency  Band. 
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P|  =  Power  of  interfcrer  (Watts) 

Gut  B  Gain  of  interfeitr  antenna  in  the  directions  of  the  receiver 
Gr]  b  Gain  of  receiver  antenna  in  the  direction  of  the  interferer 
Djk  b  Distarx«  from  interferer  to  receiver 

Ljk  b  Excess  loss  over  ideal  free-space  propagation,  ftn*  the  path  from  the 
interferer  to  the  receiver 

B  B  Bandwidth  filter  factor 


The  bandwidth  filter  factor  B  is  a  measure  of  the  effectiveness  of  the  bandpass 
filters  in  the  receiver,  and  is  a  function  of  both  the  bandwidth  of  the  bandpass  Biter,  Br, 
and  tiie  bandwidth  of  the  interfering  signal,  Bf.  If  the  entire  interfering  signal  is  included  in 
the  receiver  passband,  then  B  b  i.  if  the  bandwidth  of  the  interfering  signal  is  wider  than 
the  receiver  passband,  then,  to  a  first  approximation,  B  »  Bi/Br.^^  This  term  will  be 
paiticulariy  important  when  spread-spectrum  ECM  techniques  are  considered. 


The  signal-to-interference  ratio  at  the  receiver  is  then  given  by** 


S 

I 


(15) 


(16) 


The  balance  of  this  paper  will  be  devoted  to  discussing  how  the  terms  in  this 
equation  can  be  manipulated  so  as  to  increase  the  S/I  ratio  and  thus  improve  the 
perfoimance  of  the  radio  link. 


E.  TRANSMITTER  POWER 

It  is  clear  that  increasing  the  transmitter  power  (Pf)  will  improve  the  S/I  ratio,  and 
there  is  essentially  no  limit  to  the  maximum  power  which  can  be  obtained.  Commercial  HF 


*0  This  it  valid  if  both  the  signal  and  interference  have  flat  (Gaussian)  spectra,  and  will  qtply  to  the 
v«kMS  qtread-spectnun  wavefonns  to  be  considered  later. 

*  *  It  has  been  tacitly  assumed  that  the  interference  is  significanily  stronger  than  natural  noise  sources  such 
at  thermal  (KTB)  or  coonic  noise,  since  the  purpose  of  this  paper  is  to  discuss  countermeasures  against 
interference  or  jamming.  If  the  natural  noise  sources  are  inclu^,  Eq.  IS  becomes  S/1  >  Rs/(N  -f  Rj). 
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tranunitten  are  available  with  output  powers  up  to  100  kW,  and  OTH  radar  systems  use 
large  arrays  of  antennas  and  transmitters  with  output  powers  measured  in  megawatts. 
There  are,  however,  several  practical  limits: 

•  Size  and  weight  constrain  the  maximum  power  which  can  be  used  for  certain 
militaiy  q)plicadons  to  the  following  limits: 

Portable  :  <S0W 

Mobile  :  <SkW 

Fixed  No  limit 

•  The  maximum  efficiency  of  a  transmitter,  using  the  most  efficient  modulation 
(FM  or  single-sideband  AM)  is  about  60%.  Increasing  the  output  power 
requires  a  corresponding  increase  in  the  size  of  the  power  source  (batteries  or 
generators),  w'nich  further  limits  mobility. 

•  Increasing  the  transmitter  power  also  increases  the  vulnerability  to  interception 
of  the  signal  by  the  enemy  and  to  possible  exploitation  or  countermeasures. 
Although  control  of  transmitter  power  is  a  standard  ECCM  technique,  there  is 
no  point  to  providing  power  that  will  never  be  used. 

F.  EXCESS  LOSS  TERMS 

The  loss  terms  (Lir  and  Ltr)  are  not  generally  under  the  control  of  the  system 
engineer,  since  radio  sites  are  chosen  to  meet  tactical  or  strategic  objectives  rather  than  to 
provide  low-loss  transmission  paths.  However,  the  effects  of  diffraction  and  absorption 
should  be  kept  in  mind: 

•  Whenever  possible,  transmission  paths  should  be  chosen  over  water  or  over 
moist  ground. 

•  Naval  ship-to-ship  or  ship-to-shore  HF  radio  links  will  have  minimum  loss 
and  should  operate  reliably.  Oround-to-ground  links  over  dry  sand  (such  as  in 
Saudi  Arabia),  on  the  other  hand,  will  experience  high  losses.  This  should  be 
recognized  in  advance  so  that  corrective  measures,  such  as  higher  transmitter 
power  or  higher  antenna  gain,  can  be  used. 

•  A  ground-to-ground  link  being  jammed  by  an  airborne  jammer  represents  the 
worst  possible  case  since  Ltr  will  be  high  and  Lr  vnll  be  equal  to  1  (i.e.,  no 
excess  over  five-space  loss).  >2 


2Sero  dB  lott,  in  the  fonn  in  which  (he  equation  is  noimally  used. 
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G .  DISTANCE  TERMS 

The  two  distances,  Dne  and  Dtr,  are  also  terms  over  which  the  system  designer 
generally  has  no  control,  although  they  are  very  important  because  they  appear  as  squared 
terms  in  Eq.  (16).  Thus,  a  2: 1  change  in  either  of  the  distances  yields  a  4: 1  change  in  the 
S/I  ratio.  A  few  general  considerations  might  apply: 

•  Keep  all  receiver  sites  as  far  as  possible  from  sources  of  man>made 
interference  (power  lines,  industrial  machinery,  etc.). 

•  Take  whatever  steps  are  necessary  to  keep  enemy  januners  at  the  greatest 
possible  distance. 

•  F6r  marginal  radio  links,  consider  the  use  of  a  relay,  thus  breaking  Dtr  down 
into  two  shorter  legs. 


H.  ANTENNA  GAIN 


Of  the  four  antenna  gain  terms,  three  can  be  controlled  by  the  system  designer  ot 
operator.  The  goal  would  be  for  Gtr  to  have  a  beam  (lobe)  in  the  direction  of  the  receiver, 
for  Grt  to  have  a  beam  in  the  direction  of  the  transmitter,  and  fev  (jri  to  have  a  null  in  the 
direcdon  of  the  interferer.i^ 


The  rest  of  this  section  will  discuss  the  characteristics  of  several  types  of  HF 
antennas,  some  single  enough  to  be  used  in  tactical  applications  and  others  which  have 
better  perfonnance  parameters  but  which  would  be  suitable  only  for  transportable  or  fixed 
installations.  Rrst,  however,  there  are  some  considerations  which  apply  to  all  antennas: 


where: 


Sitt.  HF  antennas  tend  to  be  large.  The  gain  and  size  of  an  antenna  are  related 
by: 


G 

X 


Gain 


Wavelength  (meters) 


(17) 


Ae  *■  Effective  area  of  the  antenna  (typically  SO  to  80%  of  actual  physical 
cross-sectional  area)*^ 


13  Ort  and  Ori  are  both  provided  by  the  receiving  antenna.  If  the  angular  separation  between  the 
OBnamitter  and  the  inierferer  is  large  enough  (10*  or  more),  both  conditions  can  be  met 

For  thin  antennas  such  as  whips  or  dipoles  the  effective  area  is  approximately  LL/2,  where  L  is  the 
wavelength  and  L  the  length  of  the  antenna. 
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Thu*,  to  achieve  a  gain  of  10  at  a  frequency  of  10  MHz  (X  »  30  m),  A©  must  be  about 
715iii2.  The  physical  area  must  be  about  1200m2,  and  the  typical  linear  dimensions  will  be 
3Sm. 

•  Polarization.  Should  be  vertical  for  ground-wave  propagation,  since  any 
hofizontal  component  of  die  wave  will  be  quickly  absofbed  by  the  surface  over 
which  it  passes.  For  sky-wave  links,  either  polarization  may  be  used.  The 
wave  reflected  from  the  iono^ihete  will  be  ellipdcally  polarized,  regardless  of 
the  polarization  of  the  incident  wave. 

•  Takeoff  Angle.  The  angle  between  the  main  beam  of  the  antenna  and  the 
ground  should  be  as  small  as  possible  for  ground-wave  propagation.  For 
sky-wave  operation,  the  optimum  angle  depends  on  the  length  of  die  path  and 
the  hei^t  o(  the  reflecting  layer,  as  shown  in  Hgure  11. 


Figure  11.  Vertlenl-Radlatlon  Aitglet  for  Ono-Hop  Cireulte 

Horizontally  polarized  antennas  are  generally  used  for  sky-wave  applications  since 
they  can  be  made  to  radiate  efiecdvely  at  high  angles. 

(1)  Whip  AntMini,  The  short  whip  is  the  least  efficient  of  all  the  antennas  to 
be  discussed,  but  it  is  often  used  with  portable  and  mobile  radios  since  it  requires  no  setup, 
and  can  be  operated  while  moving.  The  pattern  of  an  isolated  whip  is  a  torus  centered  on 
the  whip,  with  a  null  in  the  axial  dhtcdon.  When  moonttd  on  a  vehicle,  die  vehicle  acts  as 
a  conducting  ground  plane  and  distorts  the  pattern.  Thus,  for  exanqile,  a  whip  mounted  at 
the  left  rear  comer  of  a  vehicle  will  have  a  small  pattern  in  the  direction  of  the 

right  fiont  comer  of  the  vehicle. 
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Fbr  the  ideal  case  of  an  antenna  on  a  perfectly  conducting  ground  plane,  the  whip 
has  an  omnidiftcdonal  pattern  in  the  horizontal  plane,  and  a  vertical  pattern  as  shown  in 
Figure  12. 


Souroa:  Tarman,  Rafatatwa  10 
Figure  12.  Vertical  Pattern  of  Whip  Antenna 

The  conesponding  gains  are  sh'  iwn  in  Table  3: 


Table  3.  Qain  of  Short  Antennae 
(relative  to  taotropic  antenna) 


Antenna 

Gain 

Gain  (dB) 

taotropic  in  free  apaoa 

1 

0 

9nOn  WTVp 

3 

4.8 

Quailar<wava  whip 

3.3 

5.2 

(2)  Pinole  Antenna.  The  basic  dipole  is  a  thin  linear  antenna  fed  at  its  center 
point  by  a  balanced  transmission  line,  as  shown  in  Figure  13. 


Figure  13.  Beale  Dipole  Antenna 
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The  antenna  pattern  is  a  strong  function  of  the  length  L  and  of  the  L/D  ratio.*^  For 
the  present  discussion  we  will  consider  only  the  half-wave  thin-wire  case 
(L  ■  X/2,  L/D  >  oo).  For  such  a  dipole  in  free  space,  the  pattern  is  a  torus  centered  on  the 
antenna,  with  a  null  at  each  end  in  the  axial  direction.  The  gain  is  1.65  (2.15  dB).  The 
t^tole  mi^  be  oriented  cither  horizontally  or  vertically. 

If  the  d^xde  is  located  close  to  the  ground,  the  direct  radiation  from  the  antenna  and 
the  reflected  radiatioff  from  the  ground  interact  in  a  fairly  complicated  way  to  create  lobes 
and  nulls  in  the  vertical  pattern.*^  Fbr  the  case  of  a  half-wave  horizontal  dipole  located  a 
half  wavelength  above  the  ground,  the  resultant  pattern  is  shown  in  Fig.  14.  The  gain  is 
now  about  8  dB  tdadve  to  isotropic. 


AZIMIIKANBUV 

MMUMI 


Horizontal  Pattarn  Vartleal  Pattarn 

Seuiea;  RafafonoaS. 

Figure  14.  Directivity  Patteme  for  Dipole  Antenna 
One-Half  Wavelength  Above  Perfect  Ground  Plane 

Note  that  there  is  now  a  null  in  the  vertical  direction,  and  that  the  pattern  consists  of  two 
fairly  broad  beams  at  right  angles  to  the  axis  of  the  antenna,  each  tilted  upward  at  an  angle 
of  about  30^.  This  take-off  angle  is  suitable  for  many  sky-wave  applications  (see 
Fig.  11). 


See.  fior  example.  Jasik  Anumm  Engineering  Handbook,  pgs.  3-8. 3-9. 

See latik  Animna Enrineeriiw  Handbook. m.  21.4ff nr Teman  Radio Enrineerx  Haidhonic.  py.  7tMlT. 
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(3)  Arrays  of  Simple  Antennas.  The  monopole  (whip)  and  dipole  antennas 
have  omnidiitctional  radiation  patterns  in  the  plane  normal  to  their  axes,  and  provide  no 
significant  gain  or  directionality.  However,  arraj  s  of  these  simple  antennas,  properly 
spaced  and  properiy  phased,  can  provide  some  remarkably  sharp  beam  patterns. 

For  the  simplest  case  of  only  two  antennas,  the  radiation  pattems^'^  for  several 
values  of  separation  (d)  and  phase  shift  between  the  antennas  (^)  are  shown  in  Fig.  IS. 


Figure  15.  Field  Petteme  for  Pelre  of  leoirople  Redletort. 
Spaced  by  a  Dietanoe  d  and  With  a  Phaee  DiHerence  ^ 


These  are  ectnaily  the  *anay  pattenis'' of  seu  of  mfiniiesiinslly  snuU  isotropic  radiators.  The  pattern 
of  a  real  array  is  found  by  multiplying  the  array  pactem  by  the  radiation  pattern  of  the  actual  antenna 
elements.  For  simple  antetma  elements  with  omnidirectional  patterns  (monoples  or  dipoles),  the  actual 
horizon  radiation  pattern  will  be  the  sarne  as  the  array  patteni. 
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The  airay  at  (a)  is  called  a  "broadside  array"  because  its  main  lobes  are  normal  to  the 
direction  of  the  array,  (b)  is  called  an  "end-fire"  array,  and  (d)  is  producing  a  cardioid 
pattern. 

These  simple  anays  are  easy  to  construct:  two  vertical  guyed  masts,  each  a  quarter- 
wave  tall,  insulated  from  the  ground,  and  fed  at  the  bottom  end.  The  patterns  are  such  that, 
under  many  circumstances,  they  can  be  used  to  provide  modest  gain  in  the  desired  direction 
andAv  a  foiriy  sharp  and  deep  null  in  the  direction  of  an  interfeto'. 

The  beam  sharpness  is  imjfKOved  by  increasing  the  number  of  elements  in  the  array, 
Hg.  16  (a)  and  (b)  show  the  patterns  for  4-element  broadside  and  end-fire  arrays,  and  (c) 

i 

shows  die  patterns  for  broadside  arrays  of  up  to  16  elements.  The  array  gain  (i.e.,  the  gain 
compared  to  that  of  a  single  array  element)  is  shown  in  Fig.  16  (d). 

Arrays  of  simple  antennas  such  as  these  can  provide  very  useful  directivities  but,  as 
noted  earlier,  they  tend  “Si  be  large.  To  achieve  10  dB  of  gain,  an  array  must  be  about  five 
wavelengths  long.  Such  a  broadside  array  at  10  MHz  (X  «  30  m)  would  consist  of  eleven 
towers,  each  7.5  m  tall,  and  extending  over  a  length  of  ISO  m. 

The  Over-the-Horizon  (OTH)  radars  now  being  built  by  both  the  United  States  and 
the  U51SR  use  arra) :  of  simple  antennas  like  those  described  here,  but  carried  to  truly 
impressive  extremes.  As  an  example,  consider  the  transmit  antenna  of  the  radar  site  at 
Moscow  Air  Fovee  Station  in  Maine.  The  entire  antenna  is  1 106  m  long,  and  varies  in 
height  fiom  10  to  41  m.  It  is  divided  into  six  sub-arrays,  each  tuned  to  a  separate  portion 
of  the  5-28  MHz  band.  Each  sub-array  consists  of  12  dipoles,  spaced  at  half- wave 
intervals,  and  driven  in-phase  to  provide  a  broadside  radiation  pattern  with  a  beamwidth  of 
7.5*’.  A  buried  metallic  ground  screen  extends  for  230  m  in  front  of  the  array  to  provide 
the  equivalent  of  a  "perfectly  conducting  earth,"  and  a  reflecting  screen  is  placed  behind  the 
dipole  array  to  convert  the  basic  bidirectional  pattern  of  the  array  into  a  single  main  beam. 
Since  the  phase  of  each  antenna  element  can  be  separately  controlled,  the  beam  can  be 
scanned  over  a  60®  sector,**  The  receive  antenna,  located  at  Columbia  Air  Force  Station  in 
Maine,  is  even  larger.  The  backscreen  is  1517  m  long  by  20  m  high,  and  there  are 
246  vertical  monopole  antenna  elements,  divided  into  three  sub-arrays  to  cover  the 
5-28  MHz  band.  The  receive  beamwidth  is  2,5®  and,  as  with  the  transmit  array,  the  beam 
can  be  scanned  over  a  60®  sector. 


*  *  This  is  a  "phased  array  antenna,*  which  will  be  discussed  in  detail  in  the  next  section  of  this  paper. 
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(4)  Arfaprivg  Arravft.  It  was  Shown  in  the  last  section  that  an  array  of  antenna 
elements  spaced  at  half-wavelength  intervals  and  driven  in-phase  produces  a  broadside 
pattern,  and  that  the  same  array  with  the  elements  driven  90°  out  of  phase  produces  an  end- 
fire  pattern.  It  would  seem  logical  that  arrays  with  other  element  spacings  and/or  other 
phase  shifts  would  produce  beams  at  intermediate  angles,  aiKl  this  is  in  fact  the  case. 

Consider  the  general  case  of  an  array  of  N  elements  equally  ^aced  a  distance  d 
apart  Each  element  has  its  own  associated  phase  shifter,  as  shown  in  Hg.  17: 


Figure  17.  Linear  Array  of  N  Elemente 
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If  this  is  a  receiving  array,  and  if  the  transmitter  is  very  far  away,'®  the  incoming 
signal  wil'  appear  to  be  a  plane  wave  as  shown  in  the  figure.  The  signal  arriving  at  the  n*** 
element  will  be  delayed  with  respect  to  the  O'**  element  by  a  disrance: 


Sjj  =  nd  sin  6 


(18) 


or.  in  other  words,  it  will  be  delayed  in  dme  by  an  amount: 


z 


(19) 


and  will  experience  a  phase  delay  given  by: 


w=^sm'' 
'*'0  X  ' 


(20) 


To  combine  the  signals  from  all  the  antenna  elements  in  phase  in  order  to  produce  a 
maximum  response,  the  phase  shifters  shown  in  Fig.  17  should  be  set  to: 


2nnd 


sin  6 


(21) 


This  combination  of  phase  shifts  produces  a  maximum  antenna  response  (i.e.,  a  receive 
beam)  at  an  angle  6. 

Such  antennas  are  called  phased  array  and  are  widely  used  because  the  beam 
pointing  angle  can  be  changed  instantaneously  by  c.ranging  the  settings  of  the  phase 
shifters.  No  mechanical  movement  of  the  antenna  is  required. 

Other  modes  of  operation  are  possible: 

•  If  every  other  phase  shifter  is  shi^  by  180^  (n/2),  then  the  signals  from  each 
adjacent  pair  will  cancel  each  oilier  out,  and  the  net  output  of  the  array  will  be 
zero.  A  null  will  have  been  formed  in  the  6  direction. 


'  ®  The  disuuice  must  be  gteai*.r  than  2L^A,  whc'c  L  (>Nd)  is  the  apenure  of  ihe  antenna  array. 
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•  Other  combinations  of  phase  shifter  settings  will  form  multiple  simultaneous 
beams  and/or  nulls  from  the  same  airay.  In  fact,  with  an  N-  element  array,  it  is 
possible  to  form  N-1  independent  beams  or  nulls. 

The  simple  approach  described  above  will,  in  fact,  form  beams  and  nulls  as 
described,  but  will  also  generate  large  and  undesirable  sidelobes.  In  actual  arrays,  both  the 
phase  and  the  amplitude  of  each  element  are  controlled  according  to  complex  algorithms^ 
in  order  to  produce  the  desired  antenna  pattern  with  minimum  sidelobes. 

It  should  also  be  noted  that  all  of  the  components  of  the  array  in  Fig.  17  are  linear 
and  reciprocal  (i.e.,  reversible),  so  that  the  array  can  be  used  equally  well  for  transmitting 
or  receiving.  If,  for  example,  the  array  of  Fig.  17  were  used  as  a  transmitting  antenna  with 
the  phase  shifters  set  according  to  Eq.  21.  then  the  signals  radiated  from  all  of  the  elements 
will  add  in  phase  to  produce  a  transmit  beam  in  the  direction  6. 

One  final  capability  can  be  added  to  array  antennas  if  it  is  possible  for  the  receiver 
to  distinguish  the  desired  signal(s)  from  all  the  other  signals,  interferers,  and  jammers  that 
it  may  see.2>  In  this  case  it  is  possible,  under  computer  control,  to  set  the  amplitudes  and 
phases  of  the  antenna  elements  so  as  to  maximize  the  received  S/1  ratio.  The  net  result  will 
be  to  automatically  form  beams  in  the  directions  of  the  desired  signals  and  nulls  in  the 
directions  of  the  major  sources  of  interference.  This  is  called  an  adaptive  array.  The 
performance  of  such  an  array  is  shown  in  Fig.  IS.^^ 


The  process  is  called 

^  ’  This  can  be  accomplished  by  adding  a  pilot  tone  or  a  special  code  to  the  desiied  signal  or.  in  the  case  of 
Direct'Sequence  Special  Spectnun  Signals  (see  page  S4ff)  by  using  the  spreading  code  itself. 

Taken  from  Hans  Steyskal  "Array  Error  Effects  in  Adaptive  Beam  Forming,"  Microwave  Journal. 
September  1991. 
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SIgiMl  Intertttrar 


X  X 


BEAM  ANGLE  (^) 

Figure  16.  Normal  and  Adapted  Antenna  Patterne 
for  a  24*Element  Array  with  X/2  Spacing 


In  this  case,  the  desired  signal  is  located  on  the  axis  of  the  antenna  at  (F*  and  the 
interfering  signal,  which  is  30  dB  stronger,  is  at  an  angle  of  -t'  17°.  In  the  nonnal 
(unadapted)  mode,  the  inteiferer  is  at  the  peak  of  one  of  the  sidelobes  of  the  antenna.  After 
adaptation,  a  null  of  more  than  60  dB  has  been  foimed  to  cancel  out  the  interfering  signal. 
In  practice,  this  process  would  take  place  instantaneously  and  continually,  to  handle 
multiple  interferers  and  to  adapt  to  motion  of  both  the  desired  and  interfering  signals. 

Both  phased  arrays  and  adaptive  arrays  are  widely  used  in  radar  antennas  since  they 
can  form  multiple  beams,  allow  instantaneous  beam  shifting,  and  can  have  special  features 
such  as  track-while'Scan.  The  search  and  track  antennas  on  military  aircraft  are  almost 
invariably  phased  arrays,  as  are  the  Pave  Paws  early-warning  radars.^  They  may  also  be 
used  for  special  HP  systems  such  as  OTH  radars,  but  their  use  for  more  general 
applications  at  HF  is  problematical  because  of  the  size  and  complexity  of  both  the  phase 
shifters  and  the  arrays  themselves. 


And  the  inCsmous  Krasnoyarsk  radar. 
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(5)  l^ny  Wire  Antennas.  A  resonant  wire  antenna  is  one  that  is  an  integral 
number  of  half  wavelengths  long,  and  is  open  (i.e.,  not  grounded)  at  both  ends.  When 
such  an  antenna  is  fed  from  one  end,  standing  waves  will  be  generated  along  the  line.^^ 
The  radiation  patterns,  for  lengths  of  V2  to  8X,  are  shown  in  Fig.  19. 


•  2  A  Length  •  5  A  Length  «  0  A 

Figure  19.  Field  Pattern  of  Reeonant  Wire  Antenna  In  Free  Space 

The  actual  radiation  pattern  is,  of  course,  the  figure  of  revolution  of  the  cross 
section  shown  above  about  the  axis  of  the  antenna,  and  qrpears  in  general  as  a  series  of 
nested  coaxial  cones.  The  total  number  of  conical  lobes  in  each  pattern  is  equal  to  the 
length  of  the  line  in  half-wavelengths  (i.e..  1, 2, 3, 4, 10,  and  16  for  the  examples  in  Fig. 
19). 

If  the  line  is  terminated  at  one  end  in  its  characteristic  resistance,  waves  traveling 
down  the  line  will  be  absorbed  rather  than  reflected,  and  there  will  be  no  standing  waves. 
The  line  is  then  said  to  be  "nonresonant"  and  the  radiation  patterns  for  two  such  lines  are 
shown  in  Fig.  20. 


These  letullficni  the  addition  of  the  signal  fed  from  one  end  ind  the  wave  leflecied  from  the  other  end 
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Ls2X 


•  L=4V 


Flgurt  20.  Fi«l<f  Pattern  of  Nonratonant  Wirt  Antenna  In  Free  Space 

Again,  the  three-dimensional  patterns  look  like  nested  cones,  and  the  number  of  lobes  in 
each  pattern  is  equal  to  the  length  of  the  line  in  half-wavelengths.  There  are,  however, 
several  significant  new  features  for  the  nonresonant  long-wire  antenna. 

•  Half  of  the  power  fed  to  the  antenna  will  be  dissipated  in  heat  in  the  terminating 
resistor. 

•  Whereas  the  pattern  of  the  resonant  antenna  was  bidirectional,  the  nonresonant 
antenna  concentrates  its  energy  in  one  direction  (to  the  right  in  Fig.  20). 

•  Since  the  antenna  is  nonresonant,  the  length  is  less  critical.  Although  Hg.  18 
shows  the  patterns  for  lengths  of  2X  and  4X,  the  patterns  for  intermediate 
lengths  will  not  differ  significantly  from  the  ones  shown.  Conversely,  for  an 
antenna  of  fixed  length,  the  pattern  will  change  only  slowly  with  frequency, 
and  the  antenna  can  be  used  over  a  much  broader  bandwidth. 

Long-wire  antennas  are  not  widely  used  both  because  the  conical  (or  biconical) 
patterns  do  not  lend  themselves  well  to  either  area  broadcast  or  point-to-point  applications, 
and  because  the  antenna  pattern  is  dependent  on  the  frequency  and/or  wire  length. 
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However,  they  also  f<vm  the  basis  for  two  of  the  most  important  types  of  HF  antennas:  the 
V  and  the  rhombic. 

(6)  V  AntMMiM-  If  two  long  wire  antennas  are  arranged  to  form  a  V  with  the 
spcK  angle  equal  to  twice  the  angle  that  the  first  lobe  in  the  patton  of  the  long  wire  antenna 
makes  with  the  wire,  then  the  radiation  lobes  on  the  line  bisecting  the  V  will  reinfotce  each 
other,  and  the  lobes  in  odier  directions  will  tend  to  cancel.  For  a  two-wavelength  long 
wire,  the  angle  of  the  first  lobe  is  36**  (see  Fig.  19),  and  the  resultant  patterns  for  a  V 
antenna  widi  an  q)ex  angle  of  72**  is  shown  in  I^g.  21. 

Note  that  die  resonant  V  antenna  has  a  bidirectional  pattern,  while  the  tenninated  V 
has  only  a  single  main  lobe.  The  latter  pwem  is  preferable  for  most  applications  but.  as 
before,  half  of  the  transmitter  power  is  dissipated  as  heat  in  the  tenmnating  resistors.^ 


Souroa:  RafaranoaS. 

Figure  21.  Field  Pattema  of  (a)  Reeonant  Taro>Wavelength 
V  Antenna:  (b)  Terminated  Two«Wavelength  V  Antenna 


2S  xi|(  gnkUnctioaal  pattern  may  also  be  obtained  by  using  a  second  V  antenna  located  itf4  behind  the 
first  antenna,  and  feeding  the  two  antennas  90**  out  of  phase.  This  end-fire  V  array  is  more 
complicated,  bat  saves  the  power  which  would  otherwise  be  wasted  in  the  terndnaiing  resiston. 
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As  the  legs  of  the  V  are  made  longer,  the  lobes  of  the  two  long-wire  antennas  move 
closer  to  thdr  axes  and  become  nanower  and  stronger,  and  the  gain  of  the  V  antenna  will 
inotase.  This  is  shown  in  Fig.  22  where  it  is  seen  that  a  five-wavelength  antenna  (150  m 
legs  at  a  frequency  of  10  MHz)  has  a  gain  of  almost  9  dB  over  that  of  a  half-wave  dipole, 
or  about  1 1  dB  over  an  isotnqric  antenna. 


Seuroa:  fWtarano*  10. 

FIgura  22a.  Angla  of  First  Lobo  of  Long-WIrs  Antenna 


I 

I 

I 


LENQITH  OF  80E  V  M  WAVE  LENGTHS 


Souroa:  RalaranoalO. 


FIgura  22b.  Oireetiva  Gain  of  V*Baam  Antenna 
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(7)  Rimmhic  Ant^nn—  Rhombics  are  widely  used  for  long-haul  point-to-point 
HF  circuits  between  fixed  stations  because  they  are  relatively  sifi^)Ie  to  install  and  maintain, 
provide  higb  gain  at  moderate  cost,  and  can  operate  over  a  relatively  wide  frequency  band. 
The  rhombic  antenna  consists  of  two  V  antennas  (or  four  long-wire  antennas)  connected  as 
shown  in  Fig.  23. 


(e) 


Seuiea:  Ratwnea?. 


FIgurt  23.  Terminated  Rhombic  Antenna  (a)  wnh  Azimuthal  Pattern 
(b)  and  Vartleal  Plana  Pattern  (e)  for  a  Rhombic  3  Wavalanotha  Long 
on  Each  Lag,  3  ■  70*,  and  at  a  Haight  of  1.1  Wavalangtha 
Above  a  Parfaotly  Conducting  Ground  (After  A.  E.  Harper) 


A  single  terminating  resistor,  located  as  shown,  makes  the  antenna  nonresonant  If  the 
parameters  L  and  ^  are  chosen  properiy,  the  radiation  lobes  of  the  four  long-wire  antennas 
will  add  in  jrfiase  to  produce  a  single  main  beam  along  the  axis  of  the  antenna. 

As  with  the  V  antenna,  the  main  beam  gets  narrower  and  the  gain  of  the  antenna 
increases  as  the  kg  length,  L,  is  increased.  This  is  shown  in  Fig.  24. 
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(o) 


Sowpi:  fMMAMS. 

Flouni  24.  Foirtr  Gain  of  Frto>8poct  Rhombic  Antonna  of  OfMImum 
Oaaign  for  Maximum  FialO  intanalty  at  Vortical  Angioa  •«  of  10,  10,  and  20* 

The  venlcal  take-off  angle  (Oc  in  Hg.  24)  should  be  chosen  to  be  optimum  for  the 
radio  link,  based  on  both  the  path  length  and  the  height  of  the  iono^here.  This  is  done  by 
oon&olling  three  pvaneten  of  the  ihoinbic  antenna:^* 

1 .  As  die  length  (L)  of  the  lep  is  increased,  the  lobes  of  the  individual  long-wire 
antennas  will  move  closer  to  the  axes  of  the  wires  (see  Section  (4)  and 
Fig.  22). 

2.  If  the  ihombus  is  made  narrower  (Le..  if  the  angles  t  in  Hg.  23  are  increased), 
the  conical  pattems  of  the  individual  long-wire  antennas  will  overiap.  Then, 
instead  of  a  tingle  horizontal  beam  along  the  axis  of  the  antenna,  there  will  be 
two  axial  beams,  one  above  and  the  other  below  th',  plane  of  the  antenna.  For 


Por  «  detiUad  discutiioo  of  ihoinbic  mienna  design  tee  Jaiik  Radio  EnriMering  H«idhnnic  a 

and  21;  or  KniM^BIfiOflat.  Pg.  408fr. 
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pfoper  choices  of  L  and  4.  the  beams  will  make  the  desired  vertical  angle  (Oc) 
with  the  horizontal. 

3.  Now  if  the  antenna  is  placed  at  the  proper  height  (H)  above  a  conducting 
ground,  the  lower  beam  will  reflect  off  dtc  ground  in  such  a  way  as  to  add  in 
phase  widt  the  qiper  beam,  and  ail  the  eneigy  will  be  concentrated  into  a  single 
beam,  pointing  akmg  the  axis  of  the  ihooibic  and  with  a  vertical  take^  angle 

a. 

The  antenna  designer  must  choose  L,  4*  sttdH  10  give  the  desifed  value  of  a.  The 
fonnolas  for  dmng  this  are  given  in  Kctus  AoiBlDlit  PS^  410  sod  411. 

As  the  fietpiency  is  changed,  die  leg  lengdi  L  and  the  height  H,  measured  in 
wavelengths,  will  also  change.  The  angles  that  the  lobes  make  with  the  individual  wires 
will  therefore  change,  but  the  changes  in  the  four  wires  tend  to  cancel  each  odicr  out  The 
net  result  it  that  the  beam  is  broadened  aoroewhat  for  frequencies  other  than  the  opdinum 
design  frequmcy.  As  anile,  a  thombicanttnna  will  operate  satisfactorily  over  a  frequency 
range  of  2.S  to  1. 

(8)  XuLAntcnnaA^  in  all  of  the  antennas  discutaed  to  far,  all  of  the  elements 
have  been  driven**Le.,  connected  direcdy  to  the  transmitter.  It  is  also  possible  to  use 
pacssitic  (noiwlriven)  elements  which  affect  the  antenna  by  virtue  of  the  currents  which  are 
induced  in  them.  This  is  the  basis  for  the  Yagi  antenna.  The  antenna  and  its  radiatioo 
paneras  are  shown  in  Hg.  25. 

If  a  parasitic  element  is  longer  than  the  driven  element,  it  will  reflect  energy  back 
toward  the  driven  element  and  is  called  a  reflector.  If  it  is  shorter,  it  sends  oiergy  away 
from  the  driven  dement  and  is  called  a  director.  The  dnee-donent  array  shown  here  has  a 
gain  of  about  5dB  ova  that  erf  a  single  d^x^.^ 

It  has  been  found  eiqierimentaliy^  that  litde  is  gained  by  adding  more  reflectors  to 
die  Yagi  antenna,  but  that  the  gain  may  be  increased  by  adding  a  large  numba  (rf  directors. 
An  exanqile,  for  an  dement  spacing  of  0.34X,  it  shown  in  Table  4. 


37  Actually  the  Yafi*Udimieiiiii,  named  after  the  two  lareaeMacieiaittswhainvenied  a. 

If  the  ekwent  apacini  woe  incftaied  from  0.12  to  0452  (die  optimum  value  for  ihia  antenna),  the 
pin  would  be  about  7  or  8dB. 

29  ladlr  Aiiijiim*EnrtMarrHai><ni^ 
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t  omiM  tmm 


4  • 

(totathM  ntl4  UMiMHy 


j<r 


SoufM:  Mtrtne»7. 

Flgur*  25.  ThrM  El«iii«nt  Vagi  Antanna 


Tabla  4.  Qalna  of  YagI  Antannaa 


Number 
of  DIrooforo 

Power  gain  over 
Dloole  (dB) 

30 

22 

14 

20 

26 

13 

13 

31 

12 

9 

37 

11 

4 

46 

9 
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The  longer  antennas  are  often  used  in  the  UHF  and  VHF  bands,  but  are  not  suiud>Ie 
at  HF  because  of  their  size.  An  array  with  a  half-wavelength  driven  element  and  20 
diijctors  at  a  frequency  of  10  MHz,  with  an  element  spacing  of  0.34X,  would  be  15  m 
wide  and  215  m  long.  For  this  reason,  HF  Yagi  antennas  are  generally  limited  to  at  most 
two  directors. 

Yagis  are  often  used  because  they  are  simple  and  easy  to  install.  They  are  usually 
mounted  on  a  tower  and  can  be  rotated  to  point  the  main  beam  in  the  desired  direction.  The 
mi^  limitation  of  the  Yagi  is  its  narrow  bandwidth.  Since  the  lengths  of  the  refleaor  and 
directorfs)  (in  wavelengths)  is  critical  to  their  proper  operation,  changing  frequency  will 
detune  them  and  spoil  the  main  beam.  Bandwidths  of  two  percent  are  typical. 

(9)  Log  Periodic  Antennas.  In  this  class  of  antenna,  which  is  used  when  a 
broad  tuning  bandwidth  is  required.^  the  design  of  the  structure  is  such  that  the  electrical 
properties  of  the  antenna  repeat  periodically  with  the  logarithm  of  the  frequency.  A  typical 
log  periodic  dipole  array  is  shown  in  Fig.  26. 


Figure  26.  A  Log-Periodic  Dipole  Array 

The  logarithmic  requirement  is  satisfied  by  the  fact  that  the  ratios  of  element  lengths 
and  positions  form  a  geometric  sequence  with  the  same  ratio  (t  in  Fig.  26). 

Mast-mounted  and  fixed  log  periodic  antennas  for  HF  applications  art  shown  in 
Fig.  27. 


For  example,  most  home  television  antennas  are  of  ihe  log  periodic  type. 
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Sourc*:  RaftrcncaS. 

Fl0ur«  27.  HF  Log  Porlodic  Airtonnot 

The  gain  of  a  log  periodic  antenna  like  those  in  Fig.  27  wiD  tic  abo«t  10  dB  over 
that  of  an  isotrc^  antenna.  The  tuning  range  extends  from  the  fteqcc  Tcy  at  which  'he 
longest  element  is  a  half-wavelength  long  to  the  frequency  at  which  tlh*  shoftej^t  element  ii  a 
half-wavelength  long,  and  can  easily  be  made  10:1  or  gieato*. 

1^0)  Helical  Antennaa.  This  class  of  antenna  ha»  seveial  unusual  propcrdes: 
It  operates  in  an  end-fiie  mode,  produces  waves  that  are  circularly  polaiized,  and 
its  performance  characteristics  over  a  frequency  range  of  about  1.7  to  1. 

A  photograph  and  a  schematic  drawing  of  a  typical  helical  antenna  are  shown  in 
Hg.  28,  and  the  pertinent  parameters  are  shown  in  Fig.  29. 
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(Bit 


^Surface  of  Wnooinory 
htKx  eyiindor 


Sourea;  R«l«r*nc*7. 


Flgur*  2$.  H«llcal  Antenna 


Souroa;  Rafaranoa7. 

Flgura  29.  Poramatart  of  Hallcal  Antanna 
Typically,  the  circumference  of  the  helix  is  made  equal  to  one  wavelength  (C<=X), 
and  the  pitch  angle  a  is  12.5*.  The  gain  of  such  an  antenna  as  a  function  of  its  total  length 
is  shown  in  Fig.  30. 


46 

UNCLASSIFIED 


UNCLASSIFIED 


abhats  of  heucal  antennas 


i — 3 — y-i  >  i  i-A-  'ii  Ji  4iia  A 

NUMBCR  OF  TU^NS  (nl  FOR  C«LOX  AW  aMES* 


Soutc*:  FWfcrsnccS. 

Figurt  30.  Power  Gain  of  Halical  Baam  Arrtanna  wRh 
Raapact  to  laotroplc  Circularly  Polarized  Source 

An  antenna  with  a  circumference  of  one  wavelength  and  a  length  of  two 
wavelengths  would  have  nine  turns  and  a  gain  of  IS  dB.  At  a  frequency  of  10  MHz  (X. « 
30m),  this  antenna  would  have  a  diameter  of  9.S5m  and  a  length  of  dOm. 

The  circularly-polarized  wave  a  helical  antenna  would  be  perfectly  suitable  for 
skywave  path  since,  as  noted  earlier,  polarization  is  unimportant  in  this  case.  Over  a 
ground-wave  path,  naif  of  ttie  radiated  power  (the  horizonfal  component  of  the  circularly 
polarized  wave)  would  be  absorbed  by  the  ground.^*  For  t);i«  case,  linear  polarization  can 
be  achieved,  at  the  expense  of  increased  size  and  complexity,  by  using  two  helical 
antennas.  They  may  be  mounted  either  coaxially  or  side  by  side  as  shown  in  Fig.  31. 


This  U  a  Ion  of  3  dB,  which  leaves  a  net  antenna  gain  of  12  dB,  which  is  sliil  equal  to  or  greater  than 
the  gains  of  other  comparable  HF  antennae.  See  the  earlier  discussion  of  rh^bic,  yagi,  and  log 
periodic  antennas. 
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Seurc*:  FtefsranM?. 

Figura  31.  HNleal  AfitaniM  ArrangMiMiitt 
to  Produeo  Unoar  Polarisation 

L  TACTICAL  HF  ANTENNAS 

Some  of  the  antennas  described  above  are  best  suited  for  fixed  or  seiiii*pennanent 
sites  because  they  are  large,  awkward  to  erect,  and  do  not  disassemble  into  pieces  small 
enough  for  easy  transportation.  This  would  include  the  helical,  the  log  periodic  and, 
probably,  the  Yagi. 

A  Tactical  HF  Antenna"  could  be  defined  as  one  which  can  be  easily  assembled  in 
the  field  by  a  few  men,  using  simple  components  which  can  be  carried  in  standard  military 
vehicles:  metal  antenna  masts,  wire,  insulators,  etc.  Antennas  which  satisfy  this  definition 
are: 

•  Single  votical  quaner-wave  monopoles 

•  Dipoles,  both  horizontal  and  vertical 

•  Arrays  of  vertical  monopoles,  phased  for  either  broadside  or  end-Hre 
operation.  A  screen  of  grounded  vertical  elements  can  be  placed  behind  the 
broadside  array  to  improve  its  perfonnance. 

•  V  antennas 

•  Rhombics 
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The  gains  of  these  antennas  (with  respect  to  an  isotropic  antenna)  are  shown  in 
Table  5.  For  consistency,  the  length  of  the  array,  and  the  leg  lengths  of  the  V  and  rhombic, 
were  all  chosen  to  be  two  wavelengths. 


Tabi*  5.  Gains  of  Tactical  HF  Antannas 


Type 

Gain  Ovar  laotrepie 

Vertical  Quarter-Wave  Monopole 

5.2  dB 

HeM-Wave  Dipole:  Free  Space 

2.2  dB 

Near  Ground 

5.2  dB 

Array  ot  Monopolea  (2X) 

11  dB 

•  Wtth  Beck  Screen 

14  dB 

V  Antenna  (2X) 

11  dB 

Rhombic  (2X) 

13  dB 

Using  one  of  these  antennas, it  should  be  possible  to  satisfy  simultaneously  the 
goals  of  placing  a  beam  in  the  desired  direction,  placing  a  null  in  the  direction  of  any  source 
of  interference,  and  establishing  the  proper  vertical  take-off  angle  for  sky-wave  circuits. 

J.  SPREAD-SPECTRUM  MODULATION 

The  last  term  to  be  discussed  from  Eq.  16  is  B,  the  bandwidth  filter  factor.  For 
sigiuds  with  flat  frequency  spectra,  such  as  the  spread-spectnim  signals  to  be  discussed 
here,  B  was  defined  as: 


B  =  ®'/Br 


(22) 


where:  Bj  ■  Bandwidth  of  interfering  signal 

Br  b  Bandwidth  of  bandpass  filter  in  receiver 

The  S/I  ratio  and,  therefore,  the  perfonnance  of  the  radio  link  will  be  maximized  by 
making  B  as  large  as  possible.  This  can  be  accomplished  in  several  ways: 


Some  suggestions  for  simplified  versions  of  these  aniennas  may  be  found  in  FM  24-18  Tactical 
Singlfi4^hannel  Ra<iin  Communications  Techniquea. 
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•  The  bandwidth  of  the  receiver  bandpass  filter,  Br,  should  be  made  as  narrow 
as  possible  while  still  passing  all  of  the  energy  in  the  desired  signal.  This  by 
itself  will  be  efbctive  against  natural  ncise  and  certain  sources  of  man-made 
noise  (e.g.  electrical  ntachinery,  corona  discharges,  etc.)  which  are  inherently 
wide  band  sources. 

•  In  the  case  of  deliberate  jamming,  the  goal  is  to  force  the  jammer  to  increase  the 
bandwidth  of  his  signal  while,  at  the  same  time,  keeping  the  receiver 
bandwidth  constant  This  is  the  purpose  of  spread-spectrum  modulation. 

A  typical  HF  signal  using  conventional  modulation  techniques  (AM,  SSB,  FSK.  or 
narrow-band  FM)  is  limited  to  a  channel  bandwidth  of  3  kHz,  both  by  the  propagation 
characteristics  of  the  HF  band  and  by  the  extreme  crowding  of  the  band.  An  enemy  who 
wants  to  jam  the  signal  can  concentrate  all  of  his  jammer  transminer  power  into  the  narrow 
bandwidth  of  the  desired  signal. 

Andjam  moduladon  techniques  operate  by  spreading  the  desired  signal  over  a  wider 
bandwidth,  using  some  prearranged  coding  system  so  that  it  can  be  collapsed  back  to  its 
original  bandwidth  at  the  receiver.  The  two  most  common  techniques,  frequency  hopping 
and  direct-sequence  spread  spectrum,  will  be  discussed  later. 

When  this  is  done,  the  jammer  is  forced  to  spread  his  power  over  the  wider 
banduridth.  At  the  receiver,  the  desired  signal  will  be  collapsed  back  to  its  original 
bandwidth,  but  the  jamming  signal  will  remain  spread  because  it  is  not  modulated  with  the 
proper  coded  waveform.  The  andjam  processing  gain  resulting  from  this  process  is  given 
by  the  ratio  of  the  spread  uandwidth  (RF  bandwidth)  to  the  signal  bandwidth— that  is,  by 
the  bandwidth  filter  factor.  Some  typical  values  are  shown  in  Table  6. 

Table  6.  AJ  Proeeasing  Gain  (dB) 


RF  Bandwidth 

SIgiwI  BendwWth 

800  kHz 

8  MHz 

18  MHz 

3kHz 

22 

32 

37 

6kHz 

19 

29 

34 

12kHz 

16 

26 

31 

The  effectiveness  of  the  jamming  signal  will  be  reduced  by  an  amount  equal  to  the 
Processing  Gain  (PG).  The  improvement  in  the  signal-to-interference  ratio  caused  by 
spread  spectrum  processing  is  given  by: 
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<S/I)o-S/I  +  PG{dB)  ^23) 

where:  S/I «  on-the*air  S/I,  prior  to  processing 

(S/I)o  *=  signal'to-interference  ratio  after  processing 

It  is  clear  from  the  preceding  discussion  that  andjam  effecdveness  is  maximized  by 
spreading  the  signal  over  as  wide  a  bandwidth  as  possible.  In  the  HF  band,  however,  this 
will  be  limited  both  by  the  availability  of  frequency  assignments  and  by  the  propagation 
characteristics  of  the  band  itself.^^  Most  current  HF  andjam  systems  spread  over  a 
bandwidth  of  only  fc  ^  2.5  percent  or  less  (a  bandwidth  of  500  kHz  at  a  carrier  frequency, 
fc,  of  10  MHz),  and  all  HF  systems  which  use  sky  wave  propagation  are  constrained  to 
operate  between  the  MUF  and  the  LUF.  Fig.  8  shows  that  the  difference  between  these 
two  frequencies  may  be  2  MHz  or  less  at  night,  and  not  more  than  15  MHz  during  the  day. 

a.  Frequency  Hopping.  Frequency  hopping  consists  of  a  periodic  changing 
of  the  transmitter  frequency  in  a  pattern  determined  by  a  pseudorandom  sequence.^ 

It  is  classified  as: 

•  Fast  Frequency  Hopping  if  there  is  at  least  one  new  frequency  for  each 
transmitted  symbol  (bit). 

•  Slow  Frequency  Hopping  if  two  or  more  symbols  are  transmitted  during  each 
hop. 

The  simplest  case,  in  which  a  single  carrier  frequency  and  data  channel  are  used  for 
each  hop,  is  called  single-^hannel  modulation,  and  is  shown  schematically  in  Fig.  32,^^ 
where  B  is  the  channel  bandwidth,  W  is  the  total  RF  bandwidth  used  by  the  frequency* 
hopping  system,  and  Ta  is  the  hop  period. 


For  a  discuuion  of  HF  propagation,  see  IDA  Paper  P-2170.  Radio  Communication  in  the  High 
Frequency  Band,  UNCLASSIFIED. 

A  pteudofandom  sequence  is  a  precisely  denned,  deiemtinisiic  sequence  of  bits,  usually  generated  by  a 
digital  shift  register  with  a  set  of  feedback  loops  which  dcierminc  Uie  sequence  of  bits.  The  sequeiKe  is 
eadly  matched  and  synchronized  (decoded)  by  a  receiver  that  knows  dv;  coding  algoriihro  (the  pattern  of 
the  feedback  kxips),  but  appears  as  random  noise  to  a  receiver  that  does  not.  The  pseudorandom  bit 
stream  many  also  be  encrypted  if  it  is  necessary  to  provide  security  as  well  as  AJ  and  LPI. 

Since  there  it  one  hop  for  each  symbol,  this  is  fast  frequency  hopping. 
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rttOUtNCY 


Soufot:  ntli>wo>  13. 

ngura  32.  SingM  Chuinti  Fast  Fraquancy  Hoppad  Signal 

When  binary  FSK  modulation  is  used,  separate  frequencies  are  assigned  to 
represent  the  binary  "1"  (mark)  and  "0"  (space).  The  pair  of  possible  frequencies  changes 
widi  each  bop,  and  the  one  dut  is  actually  sent  is  called  the  transmission  channel,  while  the 
one  that  would  have  been  used  if  the  other  symbol  were  transmitted  is  called  the 
cooqilementary  channel.  This  is  easily  extended  to  m-ary  modulation,  in  which  ro 
fiequencies  are  available  on  each  hop  to  represent  the  m  possible  data  symbds. 

The  bopping  pattern  for  binary  FSK  is  shown  schematically  in  Fig.  33. 


racoucNCY 


Souroa:  Rafaranoa  13. 

Figure  33.  FSK  Fast  Frequency  Hopped  Signal 
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At  the  receiver,  a  code  generator  identical  to  that  at  the  transmittei:^  is  used  to  drive 
a  local  oscillator  (frequency  synthesizer)  in  such  a  way  that  the  frequency  hopped  signals 
are  converted  to  a  common  and  constant  intermediate  frequency.  The  process  is  called 
"deht^^ring*  and  is  possible  only  for  a  receiver  with  the  proper  pseudonoise  (or  crypto) 
code. 

At  any  given  instant  of  time  all  of  the  power  of  a  frequency-hc^ing  transmitter  will 
be  concentrated  on  a  tingle  RF  channel.  A  conventional  communications  or  intercept 
receiver  will  detect  the  signal  as  an  occasional  burst  of  noise  whenever  the  frequency* 
hopping  pattern  happens  to  land  on  the  frequency  to  which  it  is  tuned.  However,  a 
wideband  (e.g.,  miciDacan)  receiver  scanning  over  the  HF  band  will  be  able  to  detect  th; 
signal  easily  and  unambiguously. 

Frequency  bopping  reduces  the  effectiveness  of  a  conventional  wideband  noise 
jammer  by  forcing  it  to  spread  its  power  over  the  whole  hq>ping  barulwidth  (W  in  Figs.  32 
and  33).  If  the  actual  channel  bandwidth  is  B.  the  jammer  power  is  thus  diluted  by  a  factor 
B/W  with  teqiect  to  the  transmitted  signal.  This  value,  which  is  the  AJ  Processing  gain,  is 
shown  in  Table  6. 

Another  possible  countermeasure  against  frequency  helping  is  to  use  a  repeater 
jammer  (or  frequency-following  jammer).  A  wideband  receiver  naonitort  the  hopping 
qrectrum  and,  each  time  a  new  hopping  frequency  is  detected,  a  highly  agile  transmitter  is 
tuned  to  tiiat  frequency  and  a  jamming  signal  is  transmitted.  Although  technically  feasible 
and  theoretically  attractive,  the  technique  has  several  practical  limitations.  If  the  RF  band  is 
crowded  (as  the  HF  band  usually  is),  and  especially  if  several  frequency-hopping 
transmittBrs  are  operating  simultaneously,  the  jammer  will  have  difficulty  deciding  which 
signal  belongs  to  the  system  it  is  trying  to  jam.  It  will  have  to  do  some  rapid,  and  perluqis 
inaccurate  signal  sorting,  and/or  dilute  its  power  in  order  to  jam  the  several  roost  likely 
candidates.  In  addition,  there  is  a  geometrical  liimiation  that  results  from  the  fact  that  the 
repeater  jammer  must  intercept  the  hopped  signal,  process  it,  tune  its  transmitter,  and  send 
the  jamming  signal,  all  while  die  victim  receiver  is  still  tuned  to  the  same  frequency.^ 


H>7  proceu  of  obuiniflg  and  mainuining  time  synchronization  between  the  two  code  genenuon  is 
cracial,  but  wiO  not  be  discussed  in  this  paper.  SufTice  it  to  say  that  it  can  be  done. 

See  Tonieri  (Ref.  13,  pg.  1S9]  where  it  is  shown  that  the  jammer  must  be  located  inside  an  ellipse 
that  has  the  friendly  transmitter  and  receiver  as  foci.  For  the  low  hop  rates  now  used  in  the  HF  bend, 
the  ellipse  is  so  laige  that  this  is  not  a  serious  limitation. 
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b.  Dlrcct>Scquenoe  Spread  Spectrum.  If  an  RF  cairier  with  frequency  fc  is 
pha8e*riiift  nyyluiyted  by  a  binary  random  or  pseudorandom  sequence  (i.e.,  if  the  phase  of 
the  earner  is  shifted  by  180^*  every  time  the  sequence  shifts  from  1  toOorviceversa).^the 
resulting  signal  will  be  essentially  identical  to  band-limited  white  Gaussian  noise,  and  will 
have  the  ficquency  spectrum  shown  in  Fig.  34. 

The  nuU-to-null  bandwidth  of  the  central  peak  of  the  spectrum  will  be  twice  the 
frequency  at  which  the  phase  alterations  are  made,  or  2/T  where  T  is  the  period  of  the 
nMvtiiiiiring  biiury  sequence.  Thus,  for  example,  modulation  by  a  1  Mbps  pseudorandom 
sequence  will  spread  the  RF  energy  over  a  bandwidth  of  2  MHz. 


Figure  34.  Spectrum  of  P8K  8pread*8pectrum  Signal 

In  direct-sequence  spread  spectrum,  the  binary  data  signal  is  added’*  to  a 
pseudonoiae  binary  sequence  to  form  the  spread-spectrum  sequence  which  is  used  to  PSK 
modulate  the  RF  carrier.  At  the  receiver,  a  replica  of  the  pseudorandom  biiuvy  sequence  is 
subtracted  from  the  received  spread  qiectrum  signal  to  yield  the  original  biiuuy  data  signal. 
This  is  shown  in  Fig.  35. 


Other  moduhttoo  lechaiques,  some  of  which  sie  quite  ingenious,  have  been  used,  but  phase-shift 
modulatkw  (or  phase-shift  keying)  is  the  simplest  and  most  commoa 

’*  This  is  Modulo-2  binary  addition  which  has  the  following  rules:  (MM,  (kl*!;  I  f  laO. 


54 

UNCLASSIFIED 


UNCLASSIFIED 


Figurt  35.  Olr«ct‘8«qu«iie*  Spread  Spaetrum 


If  the  frequency  of  the  pteudonoise  sequence  (called  the  chip  rate)  is  considerably 
higher  than  the  data  rate  (called  the  bit  rate),  as  is  invariably  the  case,  the  net  result  is  to 
convert  the  data  signal  into  a  wideband  noise*like  signal.  The  processing  gain  (PO)  or 
^Heading  ratio  for  this  case  is  given  by: 

^  Spread  Bandwidth  QiipRate 
*  Data  Bandwidth  *  Bit  Rate  (24) 

Since  the  transmitter  power  is  spread  over  the  entire  RF  bandwidth,  the  direct'Sequence 
spread  qrectrum  signal  will,  in  many  cases,  have  a  lower  amplitude  than  the  background 
noise,  interference,  or  broadband  jamming.  Hg.  34  shows  such  a  signal  in  the  presence  of 
both  broadband  and  narrowband  jamming. 
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FIflur*  36.  Signal  and  Intartaranca  Bafora  Daapraading 

The  despreading  (decoireladon)  process  at  the  receiver  will  affect  each  of  these 
fignala  differently: 

•  The  original  data  signal  will  be  despread  and  recovered.  Its  bandwidth  will  be 
reduced  to  its  original  value,  and  its  amplitude  will  be  increased  from  its  spread 
value  by  an  amount  equal  to  die  processing  gain. 

•  The  narrow  band  jamming  signal  will  be  spread,  by  exactly  the  same  process 
that  caused  the  spreading  of  the  original  data  signal  at  the  transmitter.  Its 
anqilitude  will  be  reduced  by  an  amount  equal  to  the  processing  gain  and  its 
plectrum  will  become  that  of  band^limited  white  noise. 

•  The  broadband  noise  and  jamming  will  remain  essentially  the  same.^  The 
actual  signal  waveform  will,  of  course,  change  but  the  spectrum  will  remain 
white  Oaussian  noise. 

Ihe  net  result  of  the  despreading  process  will  be  to  recover  the  desired  signal  from 
the  broadband  noise  and  jamming,  and  to  suppress  the  narrowband  jamming,  as  shown  in 
Rg.  37. 


This  is  because,  mathematically,  the  conelation  of  s  Gaussian  signal  (the  noise  and  jamming)  with 
another  Oaussian  signal  (the  pmudonoiae  sequence)  yields  yet  another  Oaussian  signaL 


56 

UNCLASSIFIED 


UNCLASSIFIED 


Since  the  energy  of  a  direct-sequence  spread  spectrum  signal  is  distributed 
continuously  across  the  entire  spread  bandwidth,  it  is  very  difficult  to  detect  It  will  appear 
only  as  a  slight  (usually  insignificant)  increase  in  the  background  noise  level. 

Narrowband  and  broadband  jamming  will  be  equally  effective  against  direct- 
sequence  spread  spectrum  since,  as  shown  in  the  previous  paragraph,  both  of  these 
jamming  signals  will  be  converted  to  white  noise  by  the  despreading  process  at  the 
receiver.  For  successful  jamming,  the  jammer  power  must  be  sufficient  to  overcome  the 
processing  gain  of  die  spread-spectrum  system  (sec  Eq.  24),  and  this  usually  requires  an 
inoonvedendy  large  jammer  transmitter. 

c.  Comparison  of  Spread-Spectrum  Systems.  The  following  points 
compare  the  features  of  frequency-hopping  (FH)  and  direct-sequence  (DS)  spread 
spectrum.  The  list  is  not  complete,  and  the  technical  arguments  are  not  rigorous,  but  it 
should  be  clear  that  the  present  trend  toward  using  FH  should  be  carefully  considered  and 
possibly  reversed. 

•  LoaLProbabilitv  of  Intercent/Low  Probability  of  Detection  fLPI/LPDV  It  was 
noted  earlier  that,  at  any  given  instance  of  time,  an  FH  transmitter  has  all  of  its 
power  concentrated  on  a  single  narrow  RF  channel.  A  DS  signal,  on  the  other 
hand,  spreads  its  power  over  a  wide  RF  bandwidth.  It  will  look  like  noise  and 
may  actually  be  buried  in  the  ambient  background  noise.  Thus,  the  FH  signal 
can  be  detected  by  any  HF  receiver,  and  almost  instantaneously  by  a  rapid-scan 
(micruscan)  receiver,  while  the  DS  signal  will  be  detected  only  if  it  is  strong 
enough  to  raise  the  background  noise  level  appreciably. 
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Co-site  Interference.  Mutual  interference  occurs  when  energy  from  one 
transmitter  (including  sidebands  and  harmonics)  falls  into  the  passband  of  a 
receiver  operating  in  another  net  The  problem  is  particularly  critical  when  the 
transmitter  and  receiver  are  at  the  same  site  (co-site  interference),  and  is 
exacerbated  when  one  or  more  of  the  nets  at  the  site  uses  FH.  Although  it  is 
possible  to  select  and  use  non-interfering  (orthogonal)  hop  sets,  this  places  an 
additional  burden  on  the  frequency  management  system  and,  in  any  case,  it  is 
unlikely  that  enough  channels  will  be  available  in  the  crowded  Iff  band  for 
such  hop  sets  to  be  used.  In  the  same  situation,  a  DS  signal  will  appear  <mly 
as  an  increase  in  the  background  noise.  In  the  worst  case,  a  very  strong  PS 
transmitter  may  serve  to  reduce  the  sensitivity  of  receivers  located  close  to  it 

Frequency  Assignment.  This  may  be  a  problem  for  either  type  of  spread 
spectrum,  but  should  be  more  manageable  for  DS.  Frequency  noanagement 
agencies  are  reluctant  to  assign  frequencies  for  FH  systems,  both  because  they 
are  known  to  interfere  with  other  radio  equipment  and  because  they  require  a 
large  number  of  channels  for  effective  ECCM  operation.  A  few  DS  systems 
operating  in  the  HF  band  should  be  acceptable,  because  they  appear  noise-like 
and  will  cause  much  less  interference  to  other  users.  However,  no  precedent 
has  been  set  for  such  frequency  assignments,  and  the  first  few  cases  will 
probably  be  difficult 

Cost  and  Comolexitv.  A  few  years  ago,  when  development  of  most  of  the 
current  systems  was  started.  FH  was  the  preferred  choice  because  the 
frequency  synthesizers  required  for  FH  were  r^ily  available  while  the  high- 
qteed  conelaiors  required  for  DS  were  not.  This  is  no  longer  the  case  and,  for 
example,  the  Global  Positioning  System  (CPS)  will  be  using  both  1  MHz  and 
10  MHz  DS  codes,  and  will  be  producing  correlators  inexpensive  emmgh  id  be 
sold  on  the  commercial  market 

Acquisition  and  Synchronization.  Since  the  FH  signal  is  strong  and  unique, 
while  the  DS  signal  is  weak  and  noise-like,  acquisition  and  synchronization  ate 
easier  for  FH  systems. 
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APPENDIX  A 

TASK  ORDER  BACKGROUND,  OBJECTIVE,  AND 
STATEMENT  OF  WORK 

This  IDA  Paper  was  written  in  response  to  Task  Order  T-Il-3  57  and  Amendments 
1  through  4.  Those  portions  of  the  task  order  that  pertain  to  the  background,  objectives, 
aixl  statement  of  work  are  reprinted  here. 

2.  BArKOROUND: 

The  United  States  and  the  other  NATO  countries  all  have  well-funded  programs  to 
develop  anti-jam  commur.ications  systems  capable  of  overcoming  the  electronic 
countoineasures  (ECM)  threat  ^sed  by  the  Soviet  Union  and  other  potential  enemies.  In 
the  United  States,  these  programs  include  a  new  combat  net  radio  (SINCGARS);  data 
systems-the  Joint  Tactied  Information  Distribution  System  (JTIDS)  and  the  Enhanced 
I^ition  Locating  and  Rep'ming  System  ^LRS);  and  Wgh-Pi^uency  Anti- Jam  (HF/AJ) 
systems.  Unfortunately,  each  NATO  naiion,  and  often  each  military  Service  of  the  nation, 
has  its  own  program.  These  have  been  i.ianaged  separately  and  apparently  in  isolation, 
with  the  tesitit  that  the  systems  are  not  interoperable.  For  example,  the  U.S.  SINCGARS 
is  not  interoperable  with  the  German  combat  net  radio  (FUGER-A),  and  at  one  time,  the 
U.S.  alone  had  seven  separ;.  ;  HF/AJ  programs,  no  two  of  which  could  talk  to  each  other. 

Since  interoperability  is  a  prime  requirement  in  combat  operations,  these  programs 
must  be  studied  to  determine  the  means  of  achic'ring  systems’  interoperability  within  the 
same  frequency  band. 

3.  OBJECTIVE: 

The  purpose  of  this  task  is  to  provide  technical  and  analytical  assistance  and 
products  to  the  Joint  Staff  in  its  task  of  ensuring  that  common  interoperable  electronic 
counter-countermeasures  (ECCM)  waveforms  are  developed  for  the  communications 
systems  of  the  U.S.  military  Services  and  our  NATO  allies. 

4.  STATEMENT  OF  WORK: 

Specific  Tasks  and  Deliverables.  This  is  a  multi-year  effon.  While  all  open  issues 
will  be  addressed,  the  effort  will  be  focused  on  issues  deling  with  HF  where  the  prosp^ 
for  substantive  results  suitable  as  a  basis  for  further  Joint  Staff  rction  is  greatest.  The 
following  tasks  shall  be  addressed  in  FY  19^1: 

a.  Continue  preparation  of  a  preliminary  architecture  study  on  HF  to  include 
identification  of  current  and  planned  HF  nets-the  units/echelons/  missions  which 
participate  in  each  net,  identification  of  which  nets  need  to  interoperate,  the  type  of  traffic 
passed  in  each  net,  minimum  essential  nodes  and  rates  required  by  C2  systems  ard 
supporting  HF  system  nets,  identification  of  the  features  need^  for  each  netwcnlc  and  the 
standards  which  apply  (to  include  the  need  for  ECM  protection),  ute  degree  of  Federal 
Agency,  Joint  Service,  or  Allied  participation,  and  an  analysis  of  how  these  features 
enhant^degrade  the  user’s  ability  to  circumvent  frequency  spectrum  overcrowding,  media, 
or  threat  conditions  with  which  the  user  is  confronted.  Identify  any  radio  nets,  induing 
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strategic,  tactical,  and  special  operadons,  with  sp^ial  requirements  which  might  mandate 
different  ECCM  standards.  Special  emphasis  should  be  placed  on  HF  ECCM 
requirements. 

b.  Analyze  alternative  HF  ECCM  techniques,  compare  capabilities,  and 
recommend  the  minimum  set  of  common  AJ  waveforms  to  satisfy  the  Requirement 
Submission  for  Advanced  ECCM  HF  Radio  Communicadons  (RS  JS  ^88). 

c.  Develop  technical  analyses  of  draft  HF  military  and  federal  standards. 

d.  Provide  technical  analyses  and  descripdons  of  HF  ECCM  waveforms,  and 
other  iiqtuts  as  required,  to  the  developers  of  the  TA/CE  (Technical  Analysis/Cost  Estimate) 
in  suppm  of  RS  jS  6*88. 

e.  Analyze  and  compare  the  technical  proposals  and  designs  for  ECCM  systems 
provided  by  the  U.S.  military  Services  as  well  as  those  ffom  domestic  and  foreign 
contractors,  and  make  recommendations  regarding  feasibility,  effectiveness,  and 
interoperability.  Competing  factors  such  as  available  ^  baitdwidth,  required  AJ  margin, 
data  rate,  and  die  operational  environment  will  be  considered  in  the  analysis. 
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